BRISTOL COMMUNITY COLLEGE
CIT-155 Intro to Computer Forensics

WinHex Tutorial

The Specialist version of WinHex is the baby brother of the X-Ways Forensics software
package. WinHex is not only an extraordinarily powerful hex editor, but Specialist has several
powerful tools to help in the low-level analysis of media and file systems. This low-level
analysis is important for the understanding of both the logical structures of a file system and the
limitation of manual methods for computer forensics examinations -- particularly as disk drives
and other storage media grow larger and larger.

This tutorial will cover some of the essential functions of WinHex Specialist that will be useful
in our course. These functions include:

Sanitizing media and verifying the initialization
Restoring a disk image

Opening an image file as a disk

Logical structure templates

The data interpreter

Gather free space

Copying blocks and creating files

Exporting a file list

Sanitizing media and verifying the initialization

WinHex can be used to wipe target media to prepare it prior to copying an image. The software
can also be used to verify that the wiping has been successful. This example describes how to
overwrite the contents of a USB thumb drive with all zeroes:

1. Insert the target USB flash media into a USB port.
. Start WinHex.
3. Open the USB drive using the Tools, Open Disk... command (or press the F9 key). Be
sure to select the USB drive as a physical device.



x]

Edit Disk

= 82 Logical Drive Letters

= (). HDO

= (D)

w5 Removable medium (E2), Rk 1
=g Physical Media

e HDO: Hitachi HTS721080G93400 (74.5 GB)
=R USE w2 DFlash D ; )
=5 Optical drive 0

E ) (oo

4. Use the Edit, Fill Disk Sectors... command (or press control-L") to zero-fill all sectors on
the USB drive.

Fill Disk Sectors X

(%) Fill with hex values Paszes: Add
[ |

() Simple pseudo-random numbers

() Simulate encrypted data

() Crwptogr, secure pseudo-random [slow]

Filling sectors...

approx. *2min. left

55 ME/min

! The "control" character may also be denoted by the """ character, so that ""L" should be interpreted at control-L.



5. Visually verify that the drive has been zero-filled. The most effective way to do this is
with the Tools, Analyze Disk command (F2).

approe. 2 min. left

A window will open that appears to be blank; what it shows is the relative occurrence of
the 256 bit patterns from 0x00-0xFF. If you move your mouse all the way to the left of
the screen until you see the display indicate 004, you should see the middle figure
indicate /00% and the "Occurrences" value indicates (maximum!).

00k 100.00% QOccumences: 132120576 {maxdimum!)

a z

6. You can calculate the hash value of a medium using the Tools, Compute Hash...
command (“F2). You can select from a number of hash algorithms, but MDS5 and SHA-1
are the most common for digital forensics applications.

Compute hash




forJSB w2 OFlash Disk:

SEFS5035C02E 140 15F087155 Sk |

Cloze

Note that WinHex can also be used to securely wipe individual files. For this function, see Tools,
File Tools, Wipe Securely...

Restoring a disk image
A disk image can be restored using the File, Restore Image command.

1. Select the image file, which can be in .001, .ctr, .dd, .img, or .whx (WinHex Backup)
format.

Select Target Disk fg|

= &% Logical Drive Letters

=4 (CJ, HDD

=5 D]

=5 Removable medium (E:), Rk 1

s [rrod1-1.del]
= b Physical Media

= HDO: Hitachi HTS721080G35400 (74.5 GE)
b1 LUUSE w2 0Flash Disk (126 MB, USE)
=% Optical drive 0

——

2. Select the appropriate output medium.



Clone Disk (Copy Sectors) fz|
Source:; medium o | |_]
|[mod1-1.d] (1.4 MB) | L]
Bl el = |_] Start gector [destination): l:l
[Removable medium 1, USE  v2.OFlash Disk (1 | EE
[ &void damaged areas. Skip range: l:l

[1'white pattern for damaged source sectors: |UNHEADABLESECTDH |

[ Simultamenous 10 [faster if zource and destination are different physical media)

C& ] (o=

3. Confirm that the source is the image file and the destination medium is correct, and click
OK.

-

! i ) 2,880 secton(z) successfully copied.

You can open a disk using the Tools, Open Disk command (F9).

Opening an image file as a disk

An image file can be opened directly and used as if it were from a disk.
1. Open the image file using the File, Open command (*O).

2. Use the Specialist, Interpret Image File As Disk command to have the file open as if it
were the original disk



T WinHex - [[mod1-1.dd]] =0 [C)EI
ig Fle Edit Search Positon View Tools Spedalist Options Window Help -8 x
DSLEEE - RBLDH ALY LM B SBe@mpO [ HAPOE @
[mod1-1.dd]
\ 8+1=Yfiles. 5 dir
MName: | Bxd | Size: ‘Cneated | Madified |A1:cessed |Aﬂr ‘ st sector | -~
[Root dirsctory) TO0KE 13
| _1DIR1 5 KB 09/21/2000 13:50:58 38
| 1DIR2 5 KB 09/21/2000 13:51:00 39
| _1DIR3 0.5 KB 09/21/2000 13:51:04 40
|_1DIR4 0.5 KB 09/21/2000 13:51:38 56 h
fmod1-1.4d] Of f=et 01 2 3 4 5 & 7 g 9 &4 B C D E F 1B) & ~
File system: FAT12 00000000 (@B 3C 90 4D 53 57 49 4E 34 2E 31 00 02 01 01 00 EcIMSWIN4.1... ..
Valume label: MOD1-1 00000010 02 EO OO0 40 OB FO 09 00 12 00 02 00 00 00 00 00 . &4.@.&. .. .. ... ..
0o0noozo 00 00 00 00 00 00 29 00 15 4F 0B 4D 4F 44 31 2D ......). .0 HOD1-
Default Edt Mode 00000030 31 20 20 20 20 20 46 41 54 31 32 20 20 20 33 C9 1 FAT12 IE
State: oiginal | gQpQO040 | 8E DL BC FC 7B 16 07 ED 78 00 CF 76 00 LE 56 16  pfwif. km dv. V.
Undo level: p 00000050 55 BF 22 05 B9 7E 00 89 4E 02 Bl OB FC F3 A4 06 Ui". 1™, IN.& {00,
Undo reverses: nfa| 00000060 1F BD 00 7C C6 45 FE OF 38 4E 24 7D 20 8B Cl 99 .%. |EEb.8HS} 141
00000070 | E8 FE 01 83 EB 3& 66 Al 1C 7C 66 3B 07 8A 57 FC &~ .I8:fi. |f:. IV
Alloc. of visible drive space: 00000080 75 06 80 CA 02 88 56 02 80 C3 10 73 ED 33 C9 FE w. IE.IV. 1% si3EDp
Cluster No.: n/a| 00000090 06 D8 7D 8A 46 10 98 F7 66 16 03 46 1C 13 56 1E . @HIF.1:£. . F. V.
Boot sector | UOOO00A0 03 46 0E 13 D1 8B 76 11 &0 89 46 FC 89 56 FE B8 .F. Niv. IFuIvh,
0oo00o0oEBD 20 00 F?7 E6 BB S5E OB 03 (3 48 F7 F3 01 46 FC 11 ~&l”.  &H+5 Fii

00D00OCD | 4E FE 61 BF 00 07 E& 28 01 72 3E 38 2D 74 17 60 | Nbad..&(.r>B-t.°
Snapshottaken  14d2ysa00 | gnpgpopo | B1 OB BE D8 7D F3 A6 61 74 3D 4E 74 09 83 C7 20 |+ M@}elat=Ht. |C
1owg | DUODDOED | 3B FB 72 E7 EB DD FE UE DS 7D VB A7 BE 7F 7D AC ;uwoelb.@}{Skl}-
14745600ze | ODODODED | 98 03 FO &C 99 40 74 OC 48 74 13 B4 OE BB 07 00 1.&-10t.Ht. ...
00000100 D 10 EB EF BE 82 7D EE E6 EE 80 7D EB E1 CD 16 | 1. Sik%l}etl}est

Total capacity:

Bytes per cluster: 512| 00000110 5E IF 66 8F 04 CD 19 BE &1 7D 8B 7D 1A 8D 45 FE ".f1.f.%130}.1Eb

Total clusters: 2847| 00000120 8 4E 0D F7 E1 03 46 FC 13 56 FE Bl 04 EB C2 00 IN.-4.Fii. Vbt ..

Bytes per soctor 5p| 00000130 72 D7 EA 00 02 70 00 52 50 06 53 6A& 01 64 10 91 rx&. .p.RP 5i.j.°

g sgay| 00000140 8B 46 18 A2 26 05 96 92 33 D2 F7 F& 31 F7 F6 42 IF.c& .1 30:d -&R

Firat duts sector: "53| 00000150 87 Ch F? 76 1A B4 F2 B4 EB CO CC 02 0A CC B8 01 #Esw.1olsdl. I, |
00000160 |02 80 7E 02 OE 75 04 B4 42 8B F4 84 56 24 CD 13 .1~ .u. ‘EBloavsi. F

Displaytme zone: ~ ongnal | 00000170 |61 61 72 DA 40 75 01 42 03 SE OB 49 75 77 C3 03 | sar @u.B.". Iuwk. I

Mode hexsdecimal | 00000180 18 01 27 0D 04 49 6E 76 61 6C 63 64 20 73 79 73 ..’ .Invalid sys

Charactersst:  ANSIASCII| 00000190 74 65 6D 20 64 63 73 6B FF 0D DA 44 69 73 6B 20 tem disky. .Disk

Offsets: hexadecimal | 00000140 | 49 2F 4F 20 65 72 72 6F 72 FF 0D 0A 52 65 70 6C I/0 errory. Repl

Bytesperpage:  3218=512| (DDOOIED |61 63 65 20 74 68 65 20 64 69 73 6B 2C 20 61 6E ace the disk. an

Window 2 1| DOODOICO 64 20 74 €8 65 6E 20 FO 72 65 73 73 20 61 6E 79 d then press any

e 1| DOOODIDD | 20 6B 65 79 OD D& 00 00 49 4F 20 20 20 20 20 20 key....IO

000001EQ 53 59 53 4D 53 44 4F 53 20 20 20 53 59 53 7F 01 SVSHMSDOS SYSI.
. 000001F0 00 41 BB 00 07 60 66 64 00 E9 3B FF 00 00 55 Ad  A» "fj.e:v. U2 w»

Sector 0 of 2880 Offset: ] =235 | Block: n/a | Size: n/a

3. Note in the display above the presence of the directory browser, which are the lines that
show the directories and files. Clicking on a directory or file will move you to that
location. If the directory browser is not displayed, use the View, Show, Directory

Browser command (“F7) or click on the ' ! icon.

Usage hints:

a. Note in the display above that the width of the screen is set to show 16 columns, numbers
O-F. This is the best setting to ensure a view of 16 bytes per line.

b. Note also that 32 lines are shown here (offset 0x0000-0x01F0). You can display any
number of lines that you would like but 32 lines is 512 bytes, or exactly 1 sector (see the
sector counter at the lower left of the screen). With this number of lines, the display goes
to the top of a new sector every time you hit Page Down.

c. Note that the values listed in the offset column are in hexadecimal. If you click anywhere
in the column, the numbers to change to decimal. Keeping the values in hex is probably
simpler. As an aside, 0x200 = 512, which is the size of a sector.

Logical structure templates

WinHex provides a number of templates that make the interpretation of logical structures much
simpler for the user. Indeed, while the user can always see -- and change -- the raw hex values,



the templates make interpretation that much simpler. For our course purposes, the most useful
templates are those for the master boot record (MBR) and directories.

The _"'l icon can be used to expose a pulldown menu such as:

Boot sector

Boot sector (template)
FAT 1

FAT 2

Root directory
Root directory (template)

MOD1-1 {0 B) b
Search directory (up)
Search directory {down)

Clicking on Boot sector will move you to the boot sector portion of the image, whereas clicking
on Boot sector (template) will show you the boot sector and provide an interpretation of all of the
fields.

™ WinHex - [[mod1-1.dd]] 150 [ [O]x]
wgs File Edit Search FPosition Yiew Tools Specialist  Options  Window Help
NELESEE | o B oy | thoAn A I | @ﬂp&‘ | . @
L IE ] - - Boot Sector FAT, Base Offset: 0
\ Offset Title Value had 8+1=3files. 5 di.
Name + . . Attr. | lst sector ~
—— 0 JMP instruct; EB 3C 50 —
oo ) 3 OEM”’I e ‘MSWINA‘ 1 ‘ 19
DR \ : | 2 E|
" DIR2 ES)
| |DIR3 BIOS Parameter Block 40
| 1DIR4 B Bytes per sector 512 56 v
D Sectors per cluster 1 5
[mod1-1.dd] 2 D E F| &) _~ | ~
File system: ray E Reserved sectors 1 1 01 00 &<IMSUING 1 E]
Volume label: mopf 10 Number of FATs 2 0 00 00 &a.@.&. .. ...
) 11 Root entries 224 4 31 2D L. ). 0 MOD1-
Defat Edit Mode 3 Sectors funder 32 MB) 2880 D33 C3 1 FAT1Z O3E
iEE T E 56 16 1%i{. Y= dv. V.
15 Media e |FO . o
Unda level: 3 A4 06 T 1~ IH .t ugE.
Imomes i@ SETETE A s B C1 99 % |EEp 8BNS} 141
18 Sectors pertrack 18 W 57 FC &~ p&:fi.|f; 1M
Alloc. of visible drive space: | 13 Heads 2 3 Ca FE w.1E.1v.1%.213Ep
Cluster No. ic Hidden sectors 0 : ;E ]]ég ?“g 1 t FF VE
Boct seq| 20 Sect 2MB) [0 - Hlv. 1Fulvh,
el e FC 11 ser” . BHso Fi
4 17 60 Wpai. &(. r>B-t.°
Snapshottaken 14 days g 24 BIOS drive thex, HD=8¢} 00 3 C7 20 +.4@ alat=Ht IC
P — 121 = (Unused) 0 F 7D 4C arosth.@H{SHI) -
1,474 560 26 Ext. boot signature (25h) |29 E 07 00 1.5 1@t Ht. .»..
bYI ke sasnlounber i _1d8M9008 ~L CD 16 I.eiullesxlleal.
Bytes per cluster: g1z | UOOOUOILIO ok IF b6 ©l T0BE 6T 70 00 7D 14 6D 45 FE ~.f1.1 . %0k1) 1ED
Total clusters: 2847 | 00000120 G4 4E 0D F7 E1 03 46 FC 13 56 FE Bl 04 E& C2 00 W <4 Fii Vbt &4
o 512 ooogo13n 72 D7 EA 00 02 70 00 52 G50 06 53 64 01 64 10 91 rx&. .p.RP.S5j..°
Usablesectors" 2847 ooogo140 BB 46 18 A2 26 05 96 92 33 D2 F7 F& 91 F7 F& 42 |F.e& 1 30=3° 5B
ey va— “J3| 0DDDD1SD | B7 CA F7 76 1a 8A F2 84 EB CO CC D2 DA CC BB 01 IE:v.lalehl. I,.
00000160 02 80 7E 02 0OE 75 04 B4 42 9B F4 84 56 24 CD 13 1~ .. Blavst.
Display time zone ofgnal | 00000170 61 61 72 0A 40 75 01 42 03 SE OB 49 75 77 C3 03 asr.@u.B.".Iuwk.
Mode: hexadecimal | 00000180 158 01 27 OD D& 49 6E 76 61 6C 69 64 20 73 79 73 ' .Invalid sy=s
Character set: AMSIASCH| 00000190 74 65 6D 20 64 €9 73 6B FF 0D 04 44 69 73 6B 20 tem disk¥y. Disk
Offsets: hexadecimal | 00000140 49 2F 4F 20 &5 72 72 6F 72 FF 0D 04 52 65 70 6C I~0 errory..Repl
Bytes per page 3216=512| 0o0001ED 61 63 65 20 74 68 65 20 64 69 73 6B 2C 20 61 6E ace the disk, an
Window #: 1| voooDicO B4 20 74 68 65 GE 20 70 72 65 73 73 20 61 6E 79 d then press any
Ma. of windows: 2| 000001D0 20 6B 65 79 0D 04 00 00 49 4F 20 20 20 20 20 20 key. .. . IO
oooo0o01ED 53 59 53 4D 53 44 4F 53 20 20 20 53 59 53 7F 01 SYSHSDOS SYS1
. ooo0001Fn 00 41 BB 00 07 &0 66 6A 00 E9 3B FF 00 00 55 Al LR 5 - H
Sector 0 of 2880 | Offset 0| =235 | Block: n/a  Size: n/a




Similarly, clicking on FATI, FAT2, and Root directory will move the display to those portions of

the image. Clicking on Root directory (template) moves to the root directory and provides an
interpretation of the field of each directory entry; click on the left and right arrows to go back or
forward within the directory.

[mod1-1.dd] | GCKeest.zip | e Base 600
\ 8+1=9files, 5 dir.
Record &: 0 <= Close -
Mame | |[ - ] |Pd'tr. |1stsector| ~
{Root directory) Offset Title Value 19
“1DIR1 3 =
::sz 2600 Filename (blank-padded) |MOD1-1 a9
- 1DIR3 2608 Extension (blank-padded 40
;l DIR4 260B OF = LFN entry 28 55 w
260B Attributes | - -a-dirvols-h 00101000 = —
fmod1-1dd] 2600 00 = Never used, E5 = E 4D p e F o -] &
File system: FAT ' 0 00 00 MOD1-1 =
Volume label: mopj 260C freserved) o ooooooo ... nsd......
260E Creation date &time  |n/a | 0 00 00 AILEL
gefﬁl-_l't Edit Mode || 2600 Cr. time refinement in 10- |0 10000 ... ns). .y .
£ e 2610 Access date (no time!)  |n/a nsa 0 00 00 FILEZ |
Undo level: 2616 Update date &time 09/21/2000 13:43:10 ZHUONIL | Feree i) B
Undo reverses: ) 0 00 00 FILEZ2
2614 {FAT 32) High word of cl |0 10000 ... .. Gus). . {..
Mloc. of visible drive space: | 2614 16-bit cluster # ] 0 00 00 FILE4
Cluster No - 261C File size (zero for a direct |0 0 oo oo ... A
Root direct o oo oo DIRL ...
oooo oo L. InSy. .. ...
0 oo oo DIRZ ...
CEEEIEE  10EEE 0ooooo ... nsy. ... ..
Total capaciy: 14 o oo oo DIRZ ... ..
1.474.560b)' o oo oo, bnS) ......
0 0o 00 DIRSE ...
Bytes per cluster: 512 OoUUZ e U0 U0 U0 U0 U0 U0 7o EE o5 29 1S 00 o0 U0 00 00 ... .. snf). .. ...
Total clusters: 2847 00002720 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 ................
Bytes per sector: 51p| 00002730 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
Usable sectors: ogey| 00002740 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... ... ... ... ..
Firt data sector “33| 00002750 00 00 00 00 00 00 OO0 OO 00 00 00 00 00 00 00 00 ................
00002760 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 a0 ................
Display time zone: orginal | 00002770 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
Made: hexadecimal | 00002780 | 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 ... .............
Chamacterset:  ANSIASCI| 00002790 | 00 00 00 00 00 00 00 OO0 OO0 00 OO0 00 OO0 OO0 00 00 ................
Offssts: hexadecimal | 00002740 | 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 ................
Bytes perpage:  32¢16=512| ppoo27BO 00 00 00 OO0 00 00 00 00 00 OO0 00 00 00 OO0 00 OO0 ................
Window & 1| oooDoZPCO 0D 00 00 OO 0O OO0 OO0 00 00 OO0 00 00 O0 00 00 00 ................
No. of windows: 5| 000027DO 00 OO OO 00 00 OO 00 00 OO0 00 OO0 OO0 OO0 00 00 OO0 . ...............
000027E0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 a0 ................
— 000027F0 | 00 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 ................ v
Sector 15 of 2880 Offset: 2600 =77  Block n/a | Size: n/a
The pulldown menu also allows you to search for subdirectories, although there is no

obvious way to see the directory template. If you want the directory template when perusing a
subdirectory, use the View, Template Manager... command (alt-F12), select FAT Directory
Entry, and click Apply!



ex - [[mod1-1.dd]]

% Fle Edit Search Position Yigw Tools Speciglist Options  Window Help
DFHEFy - BBELDR HMLYEA -ReEs  IFeml &4 r0BE | &
fmod 1-1.dd] | GCHtestzip |
@ 8+1=5files, 5 dir
MName = | Ext. | Size |Created | Modified |.F\ccessed |.Pd1r. st sector -~
{Root directory) 70 KB 15
| JDIR1 0.5 KB 09212000 13:50:58 33 —
| |DIR2 0.5 KB 09212000 13:51:00 39
| 1DIR3 0.5 KB 08/21/2000 13:51:04 40
| IDIR4 0.5 KB 09/21/2000 13:51:38 56 b
[medi-1.dd] ~
File system: L 8
Volume label: Moo oo oo InS}
Record # |2 | Close ] oo oo
Default Edit Mode § 00 00 ......InS}
State: onigi Offset Title Yalue 00 00 FILEL
Unda level: 4AC40 Filename (blank-padded) |FILE1 oo oo ... nS)..y
Undo reversss: L Extension (blank-padded 00 00| ATIE2
oo oo InE}). !
Hloc. of visible dive space: | “C4E TP=laleriy e 00 00 FILE3
s 4C4B Attrbutes ( - -a-dirvols-h 00100000 00 00 ......Gn5)..{
DI 4C40 00 = Never used, E5 =E |46 o0 00 FILE4
ACAC [reserved) 0 oo oo Zng). .0
oo oo oL
Snapshottaken 14 dayea 4C4E Creation date &time n/a ||nf"a A
4C4D Cr. time refinement in 10- |0 oo oo T
Total capacity 2 584; 4N 4c50 Access date o time!)  |n/a "nf"a o0 oo
ATASE0O ope Update date &time 09/21/2000 | 13:48:56 0o oo
T iseires 4C54 (FAT 32) High word of ¢l |D 0000 L.
Total clusters: 2.8 4C5A 16-bit cluster # 10 oo oo L.
Bytes per sector: acsC File size (zero for a direct 377 00 D0 L
Usable sectors: 2, UNRUT | P
First data sector: 0ooo o
oooan oL
Display time zane: onigi oo oo ...
Mode: hexadecin oo oo
Character set: ANSI| AS oo oo
Offsets hexadeciny aoooo L.
Bytesperpage:  32¢16=5k 0000 L
Window & 1| 00004DCO OO0 00 00 OO0 00 00 00 00 OO0 00 00 00 00 00 00 00 ............
No. of windaws: 5| 00004DD0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ............
00004DED 00 OO0 00D 00 OO 00 OO OO 0O OO OO0 OO OO0 OO0 00 00 ... ......
— 00004DF0 00 OO0 00 00 OO 00 OO OO0 OO0 OO0 00 00 OO0 00 00 oo e ¥
Sector 38 of 2880 | Cffsat: 4C40 =70 | Block: n/a | Size: n/a

The data interpreter

The data interpreter can be an invaluable aid when trying to determine the value of a field,
particularly when the field spans more than one byte.

Data Interpreter

4 Bit (z): 70
16 Bit (=): 123753
32 Bit (2): 1162627338

The Data Interpreter window, as shown above, indicates the 8-, 16-, and 32-bit value starting
from the byte location where the cursor is currently highlighted.
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Data Interpreter Options

""" igned [] D08 D ate+Time 32 bit]

s nzigned []'win32 FILETIME [54 bit]

16 bit, zigned [JOLE 2.0 Date+Time (64 bit]

(116 bit, unsighed [ &NSI SOL D ate+Time [64 bit)

(] 24 tit, signed [] UNIAT D ate+Time [32 bit)

[ 24 kit, unzsigned

32 bit. signed (] HFS+ Date+Time (32 bit]

[] 32 bit, unsighed []Java Date+Time (64 bit]

[ 64 bit. signed Time zone: | 00/:00

[] Binary [8 bit)

[ Flaat [=Single, 32 tit] [] Agsembler opcodes

[ Real (48 bit []GuID

(] Dauble (54 i) [JBigEndian []He=adecimal *

[]Long Double [=E stend., 80 [] Digit grouping
-

The values shown in the Data Interpreter can be configured using the Options, Data Interpreter...
command (alt-F5). As shown above, the Data Interpreter is currently displaying 8-, 16-. and 32-
bit unsigned values starting at the current cursor position; this is the WinHex default although
many other interpretations can also be shown.

The default byte ordering is Little Endian, meaning the first byte in the field is the arithmetically
least significant byte (LSB) and the last byte in the field is the arithmetically most significant
byte (MSB). By way of example, suppose a three-byte had the following hex values:

00 1C 22

With a Little Endian interpretation, most common on Intel processors, these three bytes represent
the number 0x221C00 (decimal 2,235,392). With a Big Endian interpretation, these bytes
represent the number 0x001C22 (decimal 7,202).
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= WinHex - [[mod1-1.dd]] 150 [C]E)K]
wgo File Edit Search Positon View Tools Speciglist Options Window Help - 8|
DELSEE - BBUH MRANEM oREs IEemO  HOIOE &
[mod1-1.dd] | GCKtest zip
“DIR1 3+1=4files, 0 dir.
Name |E)d |Size |Created |M0dified |Ac:cessed ‘Aﬂr. |‘Ist sectorl
| 1.
7ILE2 0.5 KB 09/21/2000 13:45:34 A 42
] FILE1 3778 09/21/2000 13.48:56 A 4
,_] FILE3 3758 059/21/2000 13:50:14 A 44
,_] FILE4 2118 09/21/2000 13:50:52 A 45
[mod1-1.dd] Qff==t o1 2 3 4 &5 & 7 & 9 &4 B C D E F |g¢ u | -
E FAT12 00004CO00 | 2E 20 20 20 20 20 20 20 20 20 20 10 00 00 0O 0O .  .....
Volume label: MoDi-1 00004C10 00 00 00 OO0 00 00 5D 6E 35 29 07 00 00 00 00 0O ...... InS). ... ..
oooodczo 2E 2E 20 20 20 20 20 20 20 20 20 10 00 00 OO 00 L
Default Edit Mode 00004C30 00 00 00 00 00 00 SD 6E 35 29 00 00 00 00 00 00 . ..... Sy, ... ..
State: oignal | QO0OD4C40 | 46 49 4C 45 31 20 20 20 20 20 20 20 00 00 00 00 FILEL .
Undo level: g 00004CE0 00 00 00 00 00 00 1C 6E 35 29 DA 00 79 01 00 00 nSy. v
Undo reverses n/a | 000D4CE0 | ES 49 4C 45 32 20 20 20 20 20 20 20 00 00 00 00 AILEZ2
oooo4cy?o oo 00 00 o0 00 00 31 6eE 35 29 0B 00 21 02 00 00 ...... In&y. . 1. ..
Alloc. of visible drive space: 00004C80 46 49 4C 45 33 20 20 20 20 20 20 20 00 0O 0O 0O FILE3
Cluster No.: ;| 0o004csn 0o 00 00 00 00 00 47 6E 35 29 0D 00 FB 01 00 00 GnEy. [
DIR1 oooo4can 46 49 4C 45 34 20 20 20 20 20 20 20 00 00 OO 00 FILE4
Y 00004CED oo 00 00 o0 00 00 S5A eE 35 29 DE 00 D3 00 00 00 ...... Zngy. . 0. ..

Sooshotioken 144 00004CCO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 . ........ .......
TEEREELED #5300 | ggop4cDO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................

Tre mEEr 14mp| 0OO004CED 00 0O 00 00 O "z:i oo oo .
1,474 560 bytes oooo4cro 00 00 00 00 0 oo oo .
oooo4poo 00 00 00 00 0 ooooo L
Bytes per cluster: 512 | 00004010 00 00 00 00 O oo oo .
Total clusters: 2,847 | 00004D20 00 00 00 00 O 40000 ...
. oooo4p3no 00 00 00 00 00 00 OO0 00 00 OO0 OO0 00 00 OO0 00 00 ......... .......

Bytes per sector: 512

T 47| 000D4D4D 00 0O 00 DO 00 00 0O 00 00 00 00 00 00 00 00 OO .. ... .. ... ..
e 4| 00004DED 00 00D 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 ................

00004DE0 |00 00 00 00 00 00 00 00 00 00 DO 00 00 00 00 00 ................
Displaytimezone:  orignal | 00004D70 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................

Mode: hexadecimal | 00004080 00 00 00 00 00 00 00 OO OO0 OO OO0 OO OO OO OO OO0

Character set: ANSIASCI | 00004090 00 00 00 OO0 00 00 00 00 0O 00 00 00 00 0O 00 00 ......... .......

Offsets: hexadecimal | 00004040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 ......... .......

Bytes per page: 3216=512| 0O004DED 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 ................

Window #: 1| 00004DCO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Mo. of windows: 2| 00004CD0 00 00 00 OO0 OO0 00 00 00 OO0 00 00 00 00 00 00 00 ......... .......
00004DEOD 00 0O 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00 ......... .......

o oooo4DFOD 00 0O 00 00 00 00 OO0 00 00 OO0 OO0 00 00 OO0 00 00 ......... ....... v
Sector 38 of 2880 Offset: 4C9C =123 | Block: nfa | Size: n/a

An example in the use of the data interpreter is shown in the screen shot above. In this example,
the cursor is highlighting byte offset 0x4C9C. This screen shows entries in a subdirectory listing;
the specific byte that is highlighted is byte 28in the directory entry for a file named FILE3; byte
offsets 28-31 in the directory entry represent the file length.

The Data Interpreter shows the following:
e The 8-bit value (i.e., byte offset 28 alone or 0x7B) is 123
e The 16-bit value (i.e., byte offsets 28-29 or 0x017B) is 379
e The 32-bit value (i.e., byte offsets 28-31 or 0x0000017B) is 379

Since the file length field is a 32-bit field starting at byte offset 28, we want the 32-bit
interpretation. By the way, this can be verified by looking at the directory listing above that
clearly shows FILE3's length to be 379.

Finally, if you close the Data Interpreter mini-window and want to reopen it later, use the View,
Show command and check the Data Interpreter box.
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Gather free space

One essential function when doing the analysis of a disk drive is to examine the information in
unallocated space to find remnants of deleted files. In the WinHex vernacular, unallocated space
is called free space; for our purposes, the two terms are synonymous.

Gathering free space in WinHex is very easy. Once an image or disk is opened, merely use the
Specialist, Gather Free Space... command. When the Split Output Window dialogue box appears,
choose some value that makes sense for your storage capabilities; any value between 100 KB
and 4 MB is probably ok.

Split Output File

Degired file gize:

2 ME

[ ok ] l Cancel ]

Gathering file slack space is equally easy; use the Specialist, Gather Slack Space... command.

Note: When specifying the output file name, it is best to place the file in a directory of its own.
The reason is that many disk carving utilities, such as Simple Carver Lite, use the contents of an
entire directory as the input rather than individual files. Placing the Free Space (and Slack
Space) files in their own directory provides some protection against accidentally including files
from some other source other than the image.

Copying blocks and creating files

The ability to export user-defined blocks of data as files is an important one in WinHex. This
section will describe how to define a block of data, export a single block of data as a file, and
export multiple blocks of data into a single file.



Define block

5= WinHex - [[mod1-1.dd]]

wgo File Edit Search Positon View Tools Speciglist Options Window Help - 8|
D+ S5 w B BB M o [ P —+ & SHemO | S4rOoOE @
[mod1-1.dd] | GCKtest zip
\DIR1 3+1=4files, 0 dr.
MName |E)d |Size |Created |Modified |Ac:cessed ‘Aﬂr. |‘Ist sectorl
[ 1.
ALEZ 05KB 05/21/2000 13:49:34 A 42
[ FILET 778 09/21/2000 13:48:56 A4
) FILE3 1798 05/21/2000 1%:50:14 A 4
] FiLE4 2118 05/21/2000 13:50:52 A 45
mod1-.d] sgufme  Offset 01 2 3 465 6 7 8 9 ABOCTDEF R -~
Feoren FAT12 00005400 54 68 69 73 20 69 73 20 61 20 73 69 6D 70 6C 65 This is a simple
Volume label: MOD1-1 00005410 20 74 65 78 74 20 66 69 6C 65 20 63 61 6C 6C 65 tewt file calle
00005420 | 64 20 66 69 6C 65 20 32 2E 54 68 69 73 20 69 73 d file 2 This is
Defautt Edit Mode 00005430 | 20 61 20 73 69 6D 70 6C 65 20 74 65 78 74 20 66 & simple text f
State: oignal | Q0005440 | 69 6C 65 20 63 61 6C 6C 65 64 20 66 69 6C 65 20 ile called file
Undo level: 0 00005450 32 2E 54 68 69 73 20 69 73 20 &1 20 73 69 6D 70 2 .This is a =imp
Undo reverses n/a| 00005460  6C 65 20 74 65 78 74 20 66 69 6C 65 20 63 61 6C le text file cal
00005470 | 6C 65 64 20 66 69 6C 65 20 32 2E 0D D& 54 68 69 led file 2...Thi
Alloc. of visible drive space: oooos4s80 7320 69 73 20 61 20 73 69 6D 70 6C kK5 20 74 65 = i= a =imple te
G T 11| 00005490 78 74 20 66 69 6C 65 20 63 61 6C 6C 65 64 20 66 xt file called f
LED [deleted) | DODOS4A0 | 69 6C 65 20 32 2E 54 68 69 73 20 69 73 20 61 20 ile 2.This is a
\DjR1. | DOD0OS4BO0 73 69 6D 70 6C 65 20 74 65 78 74 20 66 69 6C 65 simple text file
Snapshottaken  14daysago | D0DOS4CO |20 63 61 6C 6C 65 64 20 66 63 6C 65 20 32 2E 54 called file 2.T
D0D0S4D0 | 6% 63 73 20 69 73 20 61 20 73 69 6D 70 6C 65 20 his is & simple
Used space 120kp | O000S4ED | 74 65 78 74 20 66 69 6C 65 20 63 61 6C 6C 65 64 temt file called
12288 bytes | UDOO54FD 20 66 69 6C 65 20 32 2E 0D DA 54 68 69 73 20 69 fils 2. This i
00005500 | 73 20 61 20 73 69 6D 70 6C 65 20 74 65 78 74 20 = a simple test
FERIETE AMEB | pppossi0 66 69 6C 65 20 63 61 6C 6C 65 £4 20 66 69 6C 65 file called file
1445.376bstes | gopgssz0 20 32 2E 54 68 69 73 20 69 73 20 61 20 73 69 6D 2.This is a sin
Total capacity: 14MB| 00005530 70 6C 65 20 74 65 78 74 20 66 69 6C 65 20 63 61 ple test file ca
1474560bytes | 00005540 | 6C 6C 65 64 20 66 69 6C 65 20 32 2E 0D 04 54 68 lled file 2...Th
DODOSS50 | 69 73 20 69 73 20 61 20 73 69 6D 70 6C 65 20 74 is is a simple t
Bytes per cluster: 5121 pponsse0 65 78 74 20 66 69 6C 65 20 63 61 6C 6C 65 64 20 ext file called
Free clusters: 28231 jpoo5S70 66 69 6C 65 20 32 2E 0D O 54 68 69 73 20 69 73 file 2...This is
Total clusters: 287! nnonsEsn | 20 61 20 73 B9 6D 7O BC RS 20 74 65 78 74 20 66| a sinple test f
Bytes per sector: 512| 00005590 69 6C 65 20 63 61 6C 6C 65 64 20 66 69 6C 65 20 ile called file
Usable sectors: 2847| 000O0SSA0 | 32 2E 54 68 69 73 20 69 73 20 61 20 73 69 6D 70 2.This is a simp
First data sector: 33| 00ODSSBO | 6C 65 20 74 65 78 74 20 66 69 6C 65 20 63 61 60 le text file cal
DODOSSCO | 6C 65 64 20 66 69 6C 65 20 32 ?E 0D 04 54 68 69 led file 2. . Thi
Display time zone oigna | goopsspo | 73 20 69 73 20 61 20 73 69 6D 70 6C 65 20 74 65 s is a sinple te
e e occeem| 0000SSEQ 78 74 20 66 69 BC 65 20 £3 61 5C 6C 65 64 20 66 =t fils called f
chamcterset: AWM 0DDOSSFD 69 6C 65 20 32 2E 54 68 69 73 20 69 73 20 61 20 ile 2.This iz & v
Sector 42 of 2880 Offset: 5400 =84  Block n/a | Size: n/a

Defining a block of data is relatively straight-forward. The screen shot above shows sector 42,
which is byte offsets 0x5400-55FF. Note that the cursor is highlighting the first byte in the
sector. There are at least three ways to define this block:

a. Note the starting and ending byte offsets. Use the Edit, Define Block... command, enter
the beginning and end offset numbers, and click OK.

Define Block

Beqinning:
5400
End:
B5FH

3

<| Beginning of bloc »

<| End of black v

| |

Cancel

13
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b. Position the cursor over the first byte in the block; then, either press alt-1 or right-click
and select Beginning of block. Now, position the cursor over the last byte in the block,
then either press alt-2 or right-click and select End of block.

Beginning of block  Alt+1
End of block Alt+2
Edit

Add Bookmark

c. Select the block as you would text in a document; place the cursor over the first byte of
the block, hold down the SHIFT key, drag the cursor to the last byte in the block, and
then release the SHIFT key.

Regardless of the method, the block will display as highlighted, per the screen shot below.

%= WinHex - [[mod1-1.dd]] 150 [2)B)X)
= 4

eg File Edit Search Positon View Tools Specialist Options Window Help - &

DEFLUESEE -RBLH MAANEMR -BES SKemp  KPOD O

[mod1-1.dd] | GCKiest zip

“DIR1 3=1=4files, 0 dir

Name | Ext | Size |Crea13d | Modified |Ac:c:essed |Aﬂr. | 1st sector |

2LE2 0.5KB 09/21/2000 13:49:34 A 42

[_JFILE1 77B 09/21/2000 13:48:56 A 41

,_] FILE3 3758 09/21/2000 13:50:14 A 44

,_] FILE4 211B 09/21/2000 13:50:52 A 45

fmod1-1.dd] o9y fee | Offset o1 2 3 45 6 7 B8 3% ABCODETF EE ~

File system: FAT12 00005400 54 68 69 73 20 69 73 20 61 20 73 69 6D 70 6C 65 This is a sinple

Volume label: MOD1-1 ooons41n 20 74 65 78 74 20 66 69 6C 65 20 63 61 6C EC 65 text file calle
0oo0s420 64 20 66 69 6C 65 20 32 2E 54 68 69 73 20 69 73 d file 2.This is

Default Edit Mode 00005430 20 61 20 73 69 6D 70 6C 65 20 74 65 78 74 20 66 & simple text f

State: orginal | ppODS440 69 EC 65 20 63 61 6C 6C 65 64 20 66 69 6C 65 20 | ile called file

Undo level: o 00005450 32 2E 54 68 69 73 20 69 73 20 61 20 73 69 6D 70 2 .This i= a simp

Undo reverses: n/a| 00005460 | 6C 65 20 74 65 78 74 20 66 69 6C 65 20 63 61 6C le text file cal
00005470  6C 65 64 20 66 69 6C 65 20 32 2E OD 0OA 54 68 69 led file 2...Thi

Alloc. of visible drive space: gooos4a0 73 20 B9 73 20 61 20 73 69 6D 70 bC 65 20 74 65 = i= a =inple te

Cluster No.: 19| 00005430 78 74 20 66 69 6C 65 20 63 61 6C 6C 65 64 20 66 =t file called £

JLE2 [deleted) | DODOS4AN 69 6C 65 20 32 2E 54 68 69 73 20 69 73 20 61 20 ile 2 .This is a

\DIRT,| ODODE4ED 73 69 6D 70 6C 65 20 74 65 7% 74 20 66 69 6C 65 simple temt file

Sapshottaken  14daysago| [000S4CD 20 63 61 6C 6C 65 64 20 66 69 6C 65 20 32 2E 54 called fils 2.T
000054D0 68 69 73 20 69 73 20 61 20 73 69 6D 70 6C 65 20 his is a simple

Used space: 120kg| 0000SLED 74 65 78 74 20 66 69 6C 65 20 63 61 6C 6C 65 64 tewt file called
12.208bytes| UYODDS4FD | 20 66 69 6C 65 20 32 2E 0D 0& 54 68 69 73 20 69 file 2...This 1

00005500 | 73 20 61 20 73 69 6D 70 6C 65 20 74 65 78 74 20 s a simple text

TR JAMB ggoossio 66 69 6C 65 20 63 61 6C 6C 65 64 20 66 69 6C 65 file called file
1445.376bytes | gpgoss20 20 32 2E 54 68 69 73 20 69 73 20 61 20 73 69 6D 2.This is a sim
Total capacty: 14MB| DDDDSE30 70 6C 65 20 74 65 78 74 20 66 63 6C 65 20 63 61 ple text file ca

1.474560bytes | 00005540  6C 6C 65 64 20 66 69 6C 65 20 32 2E 0D 0& 54 68 lled file 2...Th
00005550 69 73 20 69 73 20 61 20 73 69 6D 70 6C 65 20 74 is i= a simple t

Bytes per cluster: 512| ppoossen 65 78 74 20 66 69 6C 65 20 63 61 6C BC 65 64 20 ext file called
TEEEEEE 2823| ggooss70 66 69 6C 65 20 32 2E OD DA G4 68 69 73 20 69 73 file 2...This is
ik sleks 28471 nopossen 20 61 20 73 69 6D 70 6C 65 20 74 65 78 74 20 66 a sinple test f
Bytes per sector: 512| 00005530 69 6C 65 20 63 61 6C 6C 65 64 20 66 63 6C 65 20 ile called file
Usable sectors: 2247| 00005540 32 2E 54 68 69 73 20 69 73 20 61 20 73 69 6D 70 2.This is a simp
Fist data sector: 33| 0O0OSSBO | 6C 65 20 74 65 78 74 20 66 69 6C 65 20 63 61 6C le text file cal

) ) » 000055C0  6C 65 64 20 66 69 6C 65 20 32 2E 0D 04 54 68 69 led file 2. . .Thi
Display time zone: ongnal | gogosspo | 73 20 69 73 20 61 20 73 69 6D 70 6C 65 20 74 65 = i= a zinple te

e . edecmel| DODDSSED 78 74 20 66 69 6C 65 20 63 61 6C 6C 65 64 20 66 xt file called f
ocers =] 0000SSFO B9 BC 65 20 32 2E 54 68 69 73 20 69 73 20 61 B0 ile 2.This is a ¥
Sector 42 of 2830 Offset: 55FF =32 | Block: 5400 - 55FF | Size: 200

Note: Press <ESC> to clear the block highlighting.
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Copy block to a file

Copying the block to a file is also relatively straight-forward. Use the Edit, Copy Block, Into
New File command (control-shift-N) and provide a file name. The new file will open in WinHex.

WinHex - [file111.txt] 150 [D)EK)
- O %

HEX File Edit Search FPositon WView Tools Specislist Options Window Help

D=zl a&® & M | 4 8N K — S HomO | FA4 P <
[mod1-1.dd] | GCKtest zip | file1116d
fle111 bt Of f==t o1 2 3 4 5 & 7 & 9 &4 B C D E F

C\My Documents\Word\c3di' | 00000000 54 68 6% 73 20 €9 73 20 61 20 73 63 6D 70 6C 65  This is a simple
00000010 |20 74 65 7% 74 20 66 69 6C 65 20 63 61 6C 6C 65 test file calle

Fie size: 05KE 00000020 |64 20 66 69 6C 65 20 32 2E 54 65 69 73 20 69 73 d file 2 This is
El2bytes 00000030 | 20 61 20 73 69 6D 70 6C 65 20 74 65 78 74 20 66 & sinple text f

00000040 |69 6C 65 20 63 61 6C 6C 65 64 20 66 69 6C 65 20| ile called file

Defautt Edt Mode ) 00000050 | 32 2E 54 68 69 73 20 69 73 20 61 20 73 69 6D 70 2.This is a simp
iz oignal | ogpooen  6C 65 20 74 65 78 74 20 66 69 6C 65 20 63 61 6C le tewt file cal
Undo level: 0 00000070  6C 65 64 20 66 69 6C 65 20 32 2E OD DA 54 68 69 led file 2. . .Thi
Undo reverses n/a ogooooogon 73 20 69 73 20 61 20 73 69 6D 70 6C 65 20 74 65 = iz a =imple te

00000090 |78 74 20 66 69 &C 65 20 63 61 6C 6C 65 64 20 66 | =t file called f

Creationtime:  06/26/2008 | poppooan 69 6C 65 20 32 2E 54 68 69 73 20 69 73 20 61 20 ile 2. This is a
210840 goppooBo | 73 69 6D PO 6C 65 20 74 65 78 74 20 66 69 6C 65 simple text file

Lastwitetime:  06/26/2008 | 000000CO | 20 63 61 6C 6C 65 64 20 66 69 6C 65 20 32 2E 54 called file 2.T
210840 000000DO | 68 63 73 20 69 73 20 61 20 73 69 6D 70 6C 65 20 his is a sinple

00000OED |74 65 78 74 20 66 69 6C 65 20 63 61 6C 6C 65 64 temt file called

Atributes 21:08:40A X ST
leors. p| 000000FD 20 66 69 6C 65 20 32 2E 0D 04 54 68 69 73 20 69 file 2. .This i

ooonoioo 73 20 61 20 73 69 6D 70 6C 65 20 74 65 78 74 20 = a sinple text
Mode: hexadecimal | 00000110 | 66 69 6C 65 20 63 61 6C 6C 65 64 20 66 69 6C 65 file called file
Character set: ANSIASCI | DOO00120 20 32 2E B4 68 69 73 20 69 73 20 61 20 73 69 &D 2.This is a =sim
Cffsets: hexadecimal | 00000130 70 eC 65 20 74 65 78 74 20 66 69 6C 65 20 63 61 ple text file ca
Bytes perpage:  3%¢16=624 | 00000140 6C 6C 65 64 20 66 69 6C 65 20 32 2E 0D 04 54 68 lled file 2...Th
Viindow #: 5| 00000150 €9 73 20 69 73 20 61 20 73 €9 6D 70 6C 65 20 74 iz is 2 simple t
No. of windows: 3| 00000160 65 78 74 20 66 69 6C 65 20 63 61 6C 6C 65 64 20 ext file called

oooool7o BB B9 BC 65 20 32 2E 0D 0OA 54 68 69 73 20 69 73 file 2.. This is
Clipboard available | 00000180 20 61 20 73 69 6D 70 6C 65 20 74 65 78 74 20 66 a simple text f

TEMP folder: 3.8 GB free 00000180 69 6C 65 20 63 61 BC BC BE B4 20 kB B9 BC BE 20 ile |I:alJ..ed fi]..e
UME=1\gck\LOCALS~1\Temp 00000140 32 2E 54 68 69 73 20 69 73 20 61 20 73 69 6D 70 2.This i=s a simp
000001B0  BeC 65 20 74 65 78 74 20 66 69 6C 65 20 63 61 6C le text file cal
oooooilco  eC 65 A4 20 66 69 6C 65 20 32 ZE 0D 04 54 68 69 led file 2.. .Thi
0oo0ooipo 73 20 69 73 20 61 20 73 69 6D 70 6C 65 20 74 65 = is a simple te
000001ED | 78 74 20 66 69 6C 65 20 63 61 6C 6C 65 64 20 66 =t file called f
ooooolFo 69 6C 65 20 32 2E 54 68 69 73 20 69 73 20 61 20 ile 2.This is a

Page 10of 1 (ffset: ] =84 | Block: n/a | Size: n/a

Export multiple blocks of data into a single file

Exporting multiple blocks of data into a single file is relatively simple but is a multi-step process.



= WinHex - [[mod1-1.dd]] =0 [C)E)X)
- | & x

ego File Edit Search Positon WView Tools Specalist Options Window Help

hedESd & o AR >BE SSempl HSdraoE @&
[mod1-1.dd] | GCKiest zip | file111ba
“DIR1 3+1=4files, O dir.
Name | Ext. | Size |Created Modified Accessed |Aﬂr. | 1st sector
1.
2LE2 0.5KB 09/21/2000 13:49:34 A 42
] FILE1 77B 09/21/2000 13:48:56 A 41
] FILE3 3798 09/21/2000 13:50:14 A 44
] FILE4 211B 09/21/2000 13:50:52 A 45
[mod1-1.dd] 95% free Off=et o1 2 3 4 5 & 7 4 9 &4 B C D E F |&| " | »~
File: system: FAT12 0000SA00 54 68 69 73 20 69 73 20 61 20 73 69 6D 70 6C 65 This i= a simple
Volume label: MOD1-1 00005A10 20 74 65 78 74 20 66 69 6C 65 20 63 61 6C 6C 65  text file calle
0oo0sA20 64 20 66 69 BC 65 20 34 ZE 0D 0A 20 20 20 20 20 d fils 4...
Default Edit Mode 0o00sA30 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
State: onginal | DOOOSA40 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
Undo level: g 0000S5A50 20 20 20 20 54 68 69 73 20 69 73 20 61 20 73 g9 This i=s a =i
Undo reverses: n/a | 00005460 6D 70 6C 65 20 74 65 78 74 20 66 69 6C 65 20 63 mple text file c
00005A70 61 BC BC 65 64 20 66 69 6C 65 20 34 2E 0D 04 20  alled file 4. ..
Alloc. of visible drive space: ooonsAs0 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
Cluster No - q4| 00005490 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
FILE4 UO0DO0SA&A0 20 20 20 20 20 20 20 20 G54 68 69 73 20 69 73 20 This is

\DIRT.| O0DOSAB0 | 61 20 73 69 6D 70 6C 65 20 74 65 78 74 20 66 69 a simple text fi

DODOSACO | 6C 65 20 63 61 6C 6C 65 64 20 66 69 6C 65 20 34 le called file 4

Snapshottsken  14daysag0 | gpancapg  2E oD OB 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
S— 120kg| ODODSAEQ 00 0D 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
1228 bytes| UO0OSAFD 00 00 DO 00 00 00 00 00 00 00 00 00 00 00 00 00 ................

000OSBO0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .. ....... ...

Free space: _T4AMBI npppsB10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... ........ . ...
1445376bytes | npgosEzo | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
Total capaciy: 14MB| 0000SE30 00 00 00 00 00 00 00 00 00 00 00 00 00 0 00 00 ................

1474560bytes | 000DOSE40 00 00 00 00 00 00 OO0 00 00 00 OO OO0 OO OO0 00 OO0 ................
0000SES0 00 OO0 OO 0O OO OO0 OO 00 00 00 00 00 00 00 00 00 ... ... .........

Bytes per cluster: 5121 gpooSEE0 00 OO0 00 O0 00 OO0 00 00 00 00 00 00 00 00 00 00 .. ..............
Free clusters: 28231 ggposE?O 00 DO 00 DO 0D 00 0D 00 00 0D 00 00 00 00 00 00 ................
Total clusters: 2847\ ppoosBe0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
Bytes per sector: 512| 00005B90 |00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 ................
Usable sectors: 2847| 0000SBAD 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 ................
First data sector: 33| 000OSEBO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................

) ) . 0000SECO 00 OO0 OO 0O OO0 OO0 OO 00 00 00 00 00 OO0 00 00 00 ... .. .. ........
Display time zone: ongnal | gogoSEDD 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................

Mode: hexadecimal | ggggpEQ | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
Characterset:  ANSIASCH | pnnpeprg g 0o 00 00 00 00 00 00 0O OO OO OO 00 00 00 00

MHFoate: havadamimal | - - - -=PDAE MM I AR AR AR AR B U I A e w
Sector 45 of 2880 Offsat: 5AD2 =10 | Block: BADD-5AD2 | Size: D3

The first step is to define and export the first block into a file as described above. Suppose we
now wanted to append bytes 0x5A00-5AD2 to the file created in the last step. Start by defining
the new block using one of the three methods described above.

Next, copy the block into the clipboard using the Edit, Copy Block, Normally command (*C).



% WinHex - [file111.txt]

gﬁile Edit Search Positon VYiew Tools Specglist Options Window Help g X
D=l a8y & Bx BB O 10 #oB Y E A e SO | B4 &
[mod1-1.dd] | GCKiest zip | file111.bd
Sp— Of f=et 01 2 3 4 5 6 7 8 9 A B CDE F
C:\My Documents\Word\c3di( 00000000 | 54 €8 63 73 20 69 73 20 &1 20 72 69 6D 70 6C 65 This is a =imple
00000010 20 74 65 78 74 20 66 69 6C 65 20 63 61 &C 6C 65 text file calle
File size: 05KB 00000020 64 20 66 69 6C 65 20 32 2E 54 68 69 73 20 69 73 d file 2.This is
512bytes 00000030 20 61 20 73 69 6D 70 6C 65 20 74 65 78 74 20 66 a sinple temt f
00000040 69 6C 65 20 63 61 6C 6C 65 64 20 66 69 6C 65 20 ile called file
Default Edit Mode - 00000050 |32 2E 54 68 69 73 20 69 73 20 61 20 73 69 6D 70 2.This is a =imp
s oignal | 0ggggosn  6C 65 20 74 65 78 74 20 66 69 6C 65 20 63 61 6C le text file cal
Undo level: 0 00000070 6&C 65 64 20 66 69 6C 65 20 32 2E OD OA 54 68 69 led file 2. . Thi
Undo reverses: n/a| 00000080 |73 20 69 73 20 61 20 73 69 6D 70 6C 65 20 74 65 = is a sinple te
00000090 78 74 20 66 69 6C 65 20 63 61 6C 6C 65 64 20 66 =t file called f
Crestiontime:  06/26/2008 | poooooan | 69 6C 65 20 32 2E 54 68 69 73 20 69 73 20 61 20 ile 2. This is a
21:0840 1 popoooB0 73 69 6D 70 6C 65 20 74 65 7B 74 20 66 69 6C 65 sinple text file
Last wite time:  06/26/20028  000000CO 20 63 61 6C 6C 65 64 20 &6 69 6C 65 20 32 2E 54 called file 2.T
21:08:40 | 000000DD | 68 69 73 20 69 73 20 61 20 73 69 6D 70 6C 65 20 his is a sinple
. >1-034ps | DODODOED | 74 65 78 74 20 66 69 6C 65 20 63 61 6C 6C 65 64 text file called
lcons: p| 000000FO | 20 66 69 6C 65 20 32 2E 0D 04 54 68 69 73 20 69 file 2...This i
00000100 73 20 61 20 73 69 6D 70 &C 65 20 74 65 78 74 20 s a sinple test
Mode: hexadecimal | 00000110 | 66 69 6C 65 20 63 61 6C 6C 65 64 20 66 69 6C 65 file called file
Charactersst:  ANSIASCI| 00000120 20 32 2E 54 68 69 73 20 69 73 20 61 20 73 69 6D 2 .This is a sin
Offsats: hexadecimal | 00000130 | 70 6C 65 20 74 65 78 74 20 66 69 6C 65 20 63 61 ple text file ca
Bytesperpage:  3%16=624 | (00000140 6C 6C 65 64 20 66 69 6C &5 20 32 2E 0D 0 54 68 lled file 2...Th
Window & 4| 00000150 69 73 20 69 73 20 €1 20 73 69 &D 70 EC 65 20 74 is is a sinple t
No. of windows: 3| 00000160 65 78 74 20 66 69 6C 65 20 63 61 6C 6C 65 64 20 ext file called
00000170 66 69 6C 65 20 32 2E 0D 0A 54 68 69 73 20 69 73 file 2...This is
Clipoard: avalsble | DOO00180 | 20 61 20 73 69 6D 70 6C 65 20 74 65 78 74 20 66 a2 simple test f
TEMPfoder  338GRiee | 10000190 69 6C 65 20 63 61 6C 6C 65 64 20 66 69 6C 65 20 ile called file
UME=T\ack\LOCALS~1\Tamp | DU0001AD 32 2E 54 68 69 73 20 69 73 20 61 20 73 69 6D 70 2.This is a simp
000001B0  6C 65 20 74 65 78 74 20 66 69 6C 65 20 63 61 6C le text file cal
000001C0  6C 65 64 20 66 69 6C 65 20 32 2E 0D 0A 54 68 69 led file 2.. .Thi
00000100 73 20 69 73 20 61 20 73 69 6D 70 6C 65 20 74 65 s is a sinple te
000001ED 78 74 20 66 69 6C 65 20 63 61 6C 6C 65 64 20 66 =t file called f
000001FD 69 6C 65 20 32 2E 54 68 69 73 20 69 73 20 61 B0 ile 2.This is a
Page 1of 1 Offset: 1FF =32  Block: n/a | Size: n/a

Finally, click on the tab corresponding to the file where the data is to be added, click on the last
byte of the file, and then use the Edit, Clipboard Data, Paste command (*V). Since we want the
data at the end of the block, click YES when the dialogue box above appears.

o ] Do you wanit the dipboard data to be pasted at the
-

end of the file (after offset 1FF)?

_xes | [ b
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%= WinHex - [file111.txt]
HEX File Edit Search Position View Tools Spedalist Options Window Help - O x

DeEdEdy BB AR Y - BE SEemED &4 @

[mod1-1.dd] | GCKtest zip | file111.6¢

1114 Off=et n 1 2 3 4 5 & 7 8 9 4B CDEF
C:\My Documents\Word\c3di't 00000090 | 78 74 20 66 69 6C 65 20 63 61 6C 6C 65 64 20 66 =t file called f
00000040 69 6C 65 20 32 2E 54 68 69 73 20 69 73 20 61 20 ile 2.This is a

File: size: D.7KB  00000D0BO 73 69 6D 70 6C 65 20 74 &5 78 74 20 66 69 6C 65 =imple text file
723bytes QDOOOOCO | 20 63 61 6C 6C 65 64 20 66 69 6C 65 20 32 2E 54 called file 2.T

000000D0 68 69 73 20 69 73 20 61 20 73 69 6D 70 6C 65 20 his iz a sinple

Demcisiiie | DDODODED | 74 65 78 74 20 66 69 6C 65 20 63 61 6C 6C 65 64 text file called
ez modfied | 5gogo0F0 | 20 66 69 6C 65 20 32 2E 0D 0A 54 68 69 73 20 69 file 2...This i
Undo level: 1/ 00000100 |73 20 61 20 73 69 6D 70 6C 65 20 74 65 78 74 20 = a simple text

Undoreverses:  datapasting | 00000110 66 69 6C 65 20 63 61 6C 6C 65 64 20 66 69 6C 65 file called file
00000120 20 32 2E 54 68 69 73 20 69 73 20 61 20 73 69 6D 2.This is a sin

Creationtime:  06/26/2008 | nppooo13n 70 6C 65 20 74 65 78 74 20 66 69 6C 65 20 63 61 ple text file ca
21:0840 1 noponi40  6C 6C 65 64 20 66 69 6C 65 20 32 2E 0D OA 54 68 lled file 2...Th

Lost writetime:  06/26/2008 | 00000150 69 73 20 69 73 20 61 20 73 69 6D 70 6C 65 20 74 is is a sinple t
210240 00000160 65 78 74 20 66 69 6C 65 20 63 61 6C 6C 65 64 20 ext file called

P ots4pn| 00000170 66 €9 6C 65 20 32 2E 0D 0A 54 68 69 73 20 69 73 file 2.. This is
p— 0| 00000180 20 61 20 73 69 6D 70 6C 65 20 74 65 78 74 20 66 s sinple test f
00000190 69 6C 65 20 63 61 6C 6C 65 64 20 66 69 6C 65 20 ile called file

Mode: hexadecimal | 00000140 32 2E 54 68 69 73 20 69 73 20 61 20 73 69 6D 70 2.This iz a =imp
Character sst: ANSIASCI | 000001BO  6C 65 20 74 65 78 74 20 66 &9 6C 65 20 63 61 6C le text file cal
Offsets: hexadecimal | 000001C0  6C 65 64 20 66 69 6C 65 20 32 2E 0D 0A 54 68 69 led file 2...Thi
Bytes per page: 3m16=624 | 00000100 73 20 69 73 20 61 20 73 69 6D 70 BC 65 20 74 65 = i= a =inple te
Window #: 9| D00DOOLED 78 74 20 66 69 6C 65 20 63 61 6C 6C 65 64 20 66 =t file called £
T e 3| 000001FD 69 BC 65 20 32 2E 54 &8 69 73 20 69 73 20 &1 20 ile 2.This is a

00000200 54 B8 B9 73 20 69 73 20 61 20 73 69 6D 70 6C 65 This i= a simple
Clipboard: 2118 00000210 20 74 65 78 74 20 66 69 6C 65 20 63 61 6C 6C 65 text file calle

oooooz2z20 64 20 66 69 BC 65 20 34 Z2E 0D 04 20 20 20 20 20 d file 4...
0oooo230 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

oooooz240 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

0oooo2s0 20 20 20 20 54 68 69 73 20 69 73 20 61 20 73 69 This is a =i
0ooooz2en 6D 70 6C 65 20 74 65 78 74 20 66 69 6C 65 20 63 mnple text file c
0oooo270 61 6C 6C 65 64 20 66 69 6C 65 20 34 2E 0D 04 20 alled file 4. ..
ooopozeo 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

oooooz290 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

0ooooz2A0 20 20 20 20 20 20 20 20 54 68 69 73 20 69 73 20 This i=
00ooo2B0 61 20 73 69 6D 70 6C 65 20 74 65 78 74 20 66 69 & =imple text fi
0oooo2Co  eC 65 20 63 61 6C 6C 65 64 20 66 69 6C 65 20 34 le called file 4
ooooozpo | 2E 0D 0A

TEMP folder: 33.8GB free
UME™1"gek \LOCALS™~1\Temp

Page 1of 2 Offzet: 1FF =32  Block: 200-202 | Size: D3

Additional blocks can be added by following these same steps. Be sure to save the updated file;
data added to the file that has not yet been saved will be displayed in blue.

Note: This same method will work to paste the second block anywhere in the file.
Exporting a file list

The directory browser feature of WinHex is a great way to navigate around the medium or image
file. Copying the directory browser information provides a nice way to build a list of all of the
files found in the image. The only bad part is that WinHex only allows you to grab one directory
at a time, namely the one that is displayed; thus, if you want to get multiple directories, it is a
multi-step process.

Suppose you want to get a complete directory listing of an image with to create an Excel
spreadsheet listing all files and their attributes. The following steps will accomplish this:

Navigate to the root directory and highlight the entire directory browser section. Right-click and
select Export list...
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Recover/Copy...
Export list. ..

Simultaneous Search...

Hide 3
Pasition 3
Open

When the dialogue box opens, be sure to select Unicode (you may have to first unselect HTML).
Use this opportunity to highlight the fields that you want to save.

Fields to output;

[JHTML
Unicode

After clicking OK, you need to provide a file name.

Continue navigating to the subdirectories on the medium and repeat these steps. Be sure that
you select unique file names when you save subsequent files.

To create the file list in an Excel spreadsheet, do the following:

Open the first export file from Excel. Since it is a text file, you will see the Text Import Wizard
dialog box; click on FINISH to open the file.
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Open the second file just as you did the first file. Copy the contents of the second file and paste
into the first. Repeat for the remaining files; open, copy the contents, and paste into the first file.
After this somewhat tedious process, you will have a spreadsheet with the complete file list. Add
additional comments, as desired.

B2 Microsoft Excel - FSExport mod1-1.xls

@_] File Edit Wew Insert Format Tools Data Window Help Adobe PDF Typeaguestonforhelp =/ B X
E0Y 65 e (2 AT B A B F ) 3 AL 5% L0 o B |E =58 m S5 A
& snaglt [ | window - ! i et s T T | < | G By @JJl ! :ﬁ @ ﬁ!
[oF:] - Fx

A | B [c[o] E L Fl & [ H | | [ J [ Kk JL[wm] N [ o
| 1 [Name Description Ext. | Type Evidence object Path | Size Created | Modified Accessed Deletion | Aftr. Links | 1st sector |Comme —
| 2 |(Root directory) | root directory 7.0 KB 13
| 3 |DIR1 existing directory \ 0.5KB 09/21/2000 13:50 38
| 4 [DR2 existing directory \ 0.5 KB 09/21/2000 13:51 39
| 5 [DR3 existing directory A 0.5 KB 08/21/2000 13:51 40
| 6 |DIR4 existing directory 1 0.5 KB 08/21/2000 13:51 56
| 7 [?ILE1 previougly ex. file, contents may have changed \ 3778 09/21/2000 13:48 A 33
| 8 [FILE2 existing file A 0.5 KB 09/21/2000 13:45 A 34'
| 9 [FILE3 existing file 1 3798 08/21/2000 13:50 A 36
| 10 |FILE4 existing file \ 2118 09/21/2000 13:50 A 37
| 11 [Boot sector virtual file listed for examination purposes \ 0.5KB 0
| 12 [FAT1 virtual file listed for examination purposes \ 4.5 KB 1
| 13 |[FATZ virtual file listed for examination purposes \ 45KB 10
| 14 |Free space virtual file ligted for examination purposes A 1.4 MB
| 15 [ldle space virtual file listed for examination purposes !
| 16 [FILE2 previously ex. fie, contents may have changed ‘DIR1 |0.5 KB 09/21/2000 13:45 A 42
| 17 |FILE1 existing file \DIRY (377 B 09/21/2000 13:43 A 41
| 18 [FILE3 existing file ‘DIR1 |379 8 09/21/2000 13:50 A 44
| 19 [FILE4 existing file ‘DIR1 |211 8 05/21/2000 13:50 A 45
| 20 [FILE3 previously ex. fie, contents may have changed DIRZ |379 8 089/21/2000 13:50 A 43
| 21 |FILE1 existing file \DIR2 377 B 09/21/2000 13:43 A 45
| 22 [FILE2 existing file ‘DIR2 |0.5 KB 09/21/2000 13:48 A 47
| 23 [FILE4 existing file ‘DIRZ |211 8 09/21/2000 13:50 A 50
| 24 [7ILE1 previously ex. file, contents may have changed ‘DIR3 [377 8 09/21/2000 13:48 A 51
| 25 [FILE2 exizting file \DIR3 |0.5 KB 09/21/2000 13:45% A 52
| 26 [FILE3 existing file ‘DIR3 |379 8 09/21/2000 13:50 A 54
| 27 [FILE4 existing file DIR3 |211 8 089/21/2000 13:50 A 55
| 28 |FILE1 existing file ‘DIR4 377 B 09/21/2000 13:43 A 57
| 28 [FILE2 existing file ‘DIR4 |0.5 KB 09/21/2000 13:48 A 58 |
| 30 [FILE3 existing file ‘DIR4 |375 8 09/21/2000 13:50 A 60
| 31 |FILE4 existing file ‘DIR4 2118 09/21/2000 13:50 A 61
32 | v
W 4 » n\FSExport modi-1, < | >
Ready




